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STEP FOR WINDOWS SERVER 2008

1. To Generate CSR (Certificate Signed Request)

1.1  In Internet Information Service (11S) — Home, you will find the Server
Certificates icon.
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1.2 Click Server Certificates to open. under Actions tool, select “Create

Certificate Request”.

Irnpork. ..

I Create Certificate Request. .. I

Complete Certificate Request. ..

Create Domain Certificate, ..

Create Self-Signed Certificate. ..

'@' Help

Cnline Help
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1.3  Enter the information about your site to register for a Certificate.

Request Certificate t

Distinguished Name Properties

g

Specify the required information For the certificate. Statefprovince and Citw/locality must be specified
as official names and they cannot contain abbreviations.

Commaon name: ||

rganization: I

Organizational unit: I

City flocality I
Skate/province: I
Counkry region: IUS j

Previous | MiExt I Fimist | Cancel I

Remark: Common name is the name that will be certified by CA (Certificate Authority) as the site that is
registered to the certificate installed on that server. Usually, it is a 1:1 installation, except for the
Wildcard and SAN (Subject Alternative Name) certificates that are needed to be carefully installed.

1.4  Choose Microsoft RSA SChannel Cryptographic Provider as a Cryptographic
service provider option and select 2048 for Bit Length. (2048 is the current

standard Bit Length.)

Request Certificate [ 2]

Cryptographic Service Provider Properties

%:;_I.l-

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate's encryption strength. The greater the bit length, the stronger the security,
Howewver, a greater bit length may decrease performance.

Cryptographic service provider:

IMicrosoFt R34 SChannel Cryptographic Provider ﬂ

Bit: length:

|2EI48 'I

Previous Mext Firmish
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1.5 Enter the location of where you would like to save the file to finish CSR
preparation.

Request certificate ______________________________________HH]

File Name

f _l.l

Specify the file name For the certificate request. This information can be sent to & certification
autharity for signing.

Specify a file name for the certificate request:

[ Ll

Previous | Tt I Finiist Canicel

Example of CSR

----- BEGIN NEW CERTIFICATE REQUEST----- << starts with Begin CSR IKwYBBQUHAWEWQgfOGCisGAQQBgjCcN
Aglxge4wgesCAQEeWgBNAGKAYWBYAGSACWBVAGYAJAAgAFIAUWBBACAAUWBDAGQA
YQBUAG4AZQBSACAAQWBYAHKACABOAGBAZWBYAGEACABOAGKAYWAQAFAACGBVAHYA
aQBKAGUACgOBIQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAMAOGCSqGSIb3DQEBBQUAA4IBAQB+gA5C/sHtdgoVOmD3gmY4x6Nu+44e9z1/
PnYoBt9KTzl/FyY1CRIEb/Cs7zjTIObUDLCDQCTOXLOBUMg3BLNjtNRTjTEU18TxX
/p9DE5ho5mNBIjjg6r6dFtPVwWUxXBAJ0588nBSWB6gDDVmMj8G+x9e05¢cn2UIEKgjM
Ehgl8bWAWSYQZLsouPnLcJVBipdZb/t1INIUOXFfNFfsgEpK1AIWIXTY3i5A4korVN
n0/AeJuB8JG7sAgnra9cN53t26YsUjHKw1oYXUIM+0iGF6FHUIW98rTWAVEpP40HrY
EQKMO5vObF9IqIBsCtcrSg8mTIpT6xxbcQR5MNVNYbCPXgjSrMxS

----- END NEW CERTIFICATE REQUEST----- << ends with END CSR
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2. To install Certificate file.

CA (Certificate Authority) will generate the certificate in Base 64 encoded Text, which is
similar to CSR but change from BEGIN NEW CERTIFICATE REQUEST to BEGIN
CERTIFICATE. The installation process starts at Server Certificate.

2.1  Open Server Certificates, under Actions tool, select “Complete Certificate
Request”.

Irpork. ..

Create Certificate Request,.,

| Complete Certificate Request.., |

Create Domain Certificate. ..

Create Self-Signed Certificate. ..
® Help

Cnline Help

2.2  Choose the Certificate file and enter friendly name for this Certificate (you may
use a simple format: common name-issued year, for example; demo.ksc.net-
2011.)

Complete Certificate Request EHE F
|

Tl Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the File that contains the certificate
authority's response,

File name containing the certification authority's response:

|| e

Friendly name:

o Cancel
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2.3 As the installation is completed, the installed Certificate will appear in the Server
Certificates’ List.)

Qél Server Certificates

Use this Feature ko request and manage certificates that the Web server can use with Web sites configured Far 351,

fame = I Issued To I Issued B I Expiration Date I Certificate Hash
WMSWC-VI-YUTTANA WM S-S YLTTANG 201J2021 5:19:43 PM  04BBDESFADES77594215BEFFE...
iderno, ksc,net-2011 demo, ksc.net it-A001-CA 6/28/2011 3:06:05 PM  S5AB3940C13FOEOAS03S121148, .,

2.4  Select your SSL based site (an example is demo.ksc.net.)

2.5 Under Actions tool, select “Bindings” to open Site Bindings window.

2 Explore

Edit Permissions. ..

Edit Site

. Easic Sektings...

Wiews Applications

‘Wiew Yirtual Directaries

Manage FTP 5ite Lo

Restart
Skart
Skop

Advanced Setkings. ..

i“" Install Application From Gallery

'3@' Help

Cnline Help

2.6 Click Add to add Site Bindings. Select https as a Binding Type.

Site Bindings K E3

Type | Hask Mame: | Part | IP Address | Binding add...
http a0 *
net.kcp 508 * Edlt. .. |
E.pi *
net-pipe Bemove |
nek.m... o alhoe
msmd... localho: Browse |
( ey
Close |
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2.7  SSL Certificates will appear, select the SSL Certificate that you have installed.
Type: IP address: Pork;
|t N B RN ZE
Hosk name:

531 certificate:

Mot selected j
Mok selecked

idermo, ksc,net-201 1

WS =Y S-YUTTAMNA

Cancel |

Remark: For some Certificate, you may need to install the Intermediate Certificate. You are
recommended to read the information from CA carefully, or else, the Certificate might not work properly.
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